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Design and implementation of dynamic access control model under zero trust architecture

Du Kai

Hangzhou Anheng Information Technology Co., LTD Zhejiang, Hangzhou 310000

[ Abstract ] This study focuses on the dynamic access control model within the context of zero trust architecture, particularly its

comprehensive application in identity authentication, behavior analysis, and risk assessment.The model achieves

real-time adjustment of access permissions through multi-dimensional context awareness, thereby enhancing system

security and response efficiency.In practical enterprise deployments, the model demonstrates excellent compatibility and

scalability, enhancing the flexibility of permission management and the traceability of audits.Research indicates that

dynamic access control is a critical direction for future security system development, with ongoing advancements in

intelligence, distribution, and compliance.
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