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Research on secure mechanism of multi-party data sharing based on homomorphic encryption

Li Meng

Hangzhou Anheng Information Security Technology Co., LTD. Zhejiang Hangzhou 310000

[ Abstract JIn the digital age , multi-party data sharing has become a key driver for innovation and development across various fields.

However, issues of data privacy and security have emerged, limiting the extent of data sharing. The emergence of

homomorphic encryption technology offers new solutions to these challenges. This article focuses on exploring secure

mechanisms for multi-party data sharing based on homomorphic encryption, explaining the principles of homomorphic

encryption and its advantages in data sharing. It delves into the design architecture, implementation of key

technologies, and practical application scenarios of this security mechanism. Additionally, it evaluates the performance

status and challenges faced by the system, providing strategies to address them. The aim is to support the construction of

a secure and efficient multi-party data sharing environment from both theoretical and practical perspectives.

[ Key words ] homomorphic encryption; multi-party data sharing; security mechanism; data privacy; encryption technology
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