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Design and security study of intelligent electric vehicle lock system based on Bluetooth and password dual-mode authentication
Tao Jiabo Ying Xingcong Liu Changgui Liang Zhihua LiYuhua Zheng Haihua
Zhejiang Haodian Technology Co., LTD. 318050

[ Abstract ] With the rapid development of intelligent transportation, electric vehicle locks, as key components to ensure vehicle
safety, have become a focal point for users due to their safety and convenience.Traditional mechanical locks, being
easily tampered with, can no longer meet modern safety requirements.Single-authentication methods, such as pure
Bluetooth locks or password locks, while enhancing security to some extent, still have their limitations. Therefore, this
study proposes an intelligent electric vehicle lock system based on dual-mode authentication using Bluetooth and
passwords.The aim is to achieve a perfect balance between high security and user-friendliness by integrating Bluetooth
near-field communication and dynamic password verification technologies.The system's hardware is centered around an
MCU module, combined with a rotary switch, dual detection modules, and dual-color LED status indicators.On the
software side, it features multi-mode switching logic and encrypted communication protocols.Through rigorous testing
and analysis, the system's security and practicality have been verified.Engineering cases show that the system
significantly reduces unauthorized unlocking incidents in shared electric vehicle scenarios while maintaining an
extremely low error rate.This research provides solid theoretical and technical support for enhancing the reliability and
security of intelligent electric vehicle locks.

[ Key words Jintelligent electric vehicle lock; dual-mode authentication ; Bluetooth unlock ; password verification; security analysis;
MCU module
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