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Security challenges and countermeasures of artificial intelligence in the big data environment
Gongshuai Li Haitao Zhang Jiuyan Duan Yangfan Guo Mingyue
China Telecom Digital intelligence Technology Co., LTD 100035
[ Abstract ] With the wide application of big data and artificial intelligence technology, the value of data is constantly mined. While
artificial intelligence promotes social progress, it also faces severe security challenges. This paper analyzes the security
challenges faced by artificial intelligence in the big data environment from the aspects of data privacy protection,
algorithm security, adversarial attacks and data management, and puts forward corresponding countermeasures in order
to provide reference for the safe and reliable development of artificial intelligence.
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