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Design of network security entity identification system for big data environment

Tang Wei
Tongkun Group Co., Ltd Hangzhou, Zhejiang 310000

[ Abstract ] With the rapid development of big data technology, the security challenges in cyberspace are becoming increasingly

severe. As a key link to ensure data security, the identification of network security entities, and its automatic and

efficient identification technology is particularly important in the big data environment. This paper aims to explore and

design a network security entity identification system for big data environment. Through thorough analysis of the

current situation and challenges of network security entity identification technology, we propose an identification

framework combining machine learning and big data analysis. The system can effectively identify the entity behavior in

the network, predict potential security threats, and provide decision support for network security management. This

paper also shows the practical application effect of the system through case analysis, and prospects the future research

direction.

[ Key words ] big data; network security; entity recognition; machine learning; decision support
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